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Provisioning DASH systems for Active Directory authentication using
DASHConfig via SCCM 2012

This document outlines the steps required to configure DASH systems (also mentioned as DASH
targets) for Active Directory authentication. After configuration, these DASH systems are accessible by
AMD Management Plugin for SCCM, for any DASH operation.

1.1 Requirements

e Administrative access to Domain Controller
e Microsoft SCCM 2012 setup

e DASHConfig utility

e AMD Management Plugin for SCCM (AMPS)

1.2 Quick steps

Create Service Principal Name (SPN) account in Active Directory

Register this SPN for HTTP service on DASH system

Create ‘DASHAdmins’ group in Active Directory and obtain SID of this group

Use DASHConfig to set SPN account & SID in DASH system

Create a DASH systems user in Active Directory and add to DASHAdmins group

Set DASH systems user as domain user in authentication tab of DASH Configuration Properties in
AMPS (Refer Figure:30)

Detailed steps

2.1 Create Service Principal Name (SPN) account in Active Directory

On the AD domain controller, open the “Active Directory User and Computers” MMC

Select and expand the appropriate domain in the MMC tree

Right click with the mouse on the “Users” node and select the New->User menu item

Input the name of an account in the “Full name” and “User Logon name” edit fields. In the example
shown below DASHTargetsSPN was used. Write down and/or remember this account name for use
in a later procedure. Click the “Next” button to move to the password page (Refer Figure:1)

Type in a password for this account. As with the account name, write down and/or remember the
password. In this example the password “ADP@sswOrd” was used. Depending on your company’s
security procedures, you can modify how and when this password can be modified. Click the “Next”
button to move to the final page of the “New User” wizard dialog ( Refer Figure:2)

If the settings are as expected and desired, Click the “Finish” button and exit the “New User” wizard
dialog (Refer Figure:3)

NOTE: For higher security, this user can have restricted access, such as no desktop logon access.
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x
& Createin: sccmtest.amd.com/Users
First name: I Initizls: I
Last name: I
Full name: IDFLS HTargetsSPM
User logon name:
IDP'.S HTargetsSFN I @scemtest amd .com j
IUser logon name (pre-Windows 2000):
ISCEMTEST\ IDP-.S HTargetsSPN
< Back Next > Cancel |
Figure :1
ﬂ
& Cregtein: sccmtest.amd.com/Users
Password: |m
Corfim passward: I-uuu
[~ User must change password at next logon
¥ Uszer cannot change password
[¥ Pazzword never expires
™ Accourt is disabled
« Back Mead = Cancel

Figure :2
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New Object - User | |

{E} Createin: sccmtest.amd.com/Users

When you click Finish, the following object will be created:

Full name: DASHTargets SPN ]
User logon name: DASHTargets 5PN &scomtest amd.com

The user cannot change the password.
The password never expires.

Cancel

Figure :3

2.2 Register SPN for HTTP service on DASH system

2.2.1 Modify Active Directory Users and Computers MMC view to expose
advanced capabilities
1) On the AD domain controller, open the “Active Directory User and Computers” MMC

2) Click the “View” menu item from the menu bar at the top of the MMC
3) Select the “Advanced Features” menu (Refer Figure:4)
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account

the details pane (Refer Figure:5)

“Properties” menu item
5) Select the “Attribute Editor” tab
6) Scroll down the “Attributes” list box until you find the “servicePrincipalName” attribute item. Select
this item and Click the “Edit” button.
7) Add two values for each DASH system which is expected to use AD authentication
a. The first valueis in the form: HTTP/<MachineName>, example: HTTP/TGTONE
b. The second value is in the form: HTTP/<FQDN>, example:

HTTP/tgtone.sccmtest.bigcorp.com

2) Select and expand the appropriate domain in the MMC tree

2.2.2 Add the DASH Systems’ SPN properties to the Active Directory user

1) On the AD domain controller, open the “Active Directory User and Computers” MMC

4) Right click on the user account created in the first procedure (DASHTargetsSPN) and select the

8) Click the “OK” button to dismiss the “Editor” dialog when done adding values
9) Click the “OK” button to dismiss the “Properties” dialog

B Active Directory Users and Computers _ i ] 4
File Action | view Help
= = | il Add/Remove Columns. .. T = 'Ep__‘
| Active Direc  Large Icons = T Description
‘_ Savedt  Small Icons User
EI 5 scomter List User Built<in account for admini...
il Buil ® Detail n... Security Group... Membersin this group can...
| Cor " .
" Dor  Users, Contacts, Groups, and Computers as containers Seafity Grap ... Memdiorsof s group are..-
- Security Group ...
‘| For v Advanced Features ST el
| Los  Filter Options... . ) o
= e G... Security Group ... Members in this group can...
= Prol Customize... Security Group ... DNS Administrators Group
= System 4, DnsUpdateProxy Security Group ... DNS dients who are permi...
= e $2, Domain Admins Security Group ... Designated administrators. ..
= NTDS Quotas E{!‘Domain Computers Security Group ...  All workstations and serve...
3:3' Domain Controllers Security Group ... All domain controllers in th...
b
%Domain Guests Security Group ... All domain guests
.ﬂ? Domain Users Security Group ... All domain users
-]
SLEnterprise Admins Security Group ...  Designated administrators. ..
JHJEnterprise Read-only Domain Controll... Security Group ... Members of this group are...
%Group Policy Creator Owners Security Group ...  Members in this group can...
?_; Guest User Built4n account for guest ...
,a_; krbtat User Key Distribution Center Se...
\a_:, MNetworkDevicelser User
EEJF‘J\S and IAS Servers Security Group ...  Servers in this group can ...
%Read-only Domain Controllers Security Group ...  Members of this group are...
?_, SCCMConsoleOperator User
Sf,Scherna Admins Security Group ...  Designated administrators. ..
2, sqLswracct User
K1 2
Figure :4

3) Click with the mouse on the “Users” node so that the list of Domain Users and Groups are shown in
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NOTE: For a large group of DASH systems, it is faster to use the SETSPN utility inside of a script or
batch file. When using the SETSPN utility use the following two command line invocations:

Setspn —A HTTP/<MACHINENAME> <spnacctname>

Setspn —A HTTP/<FQDN> <spnacctname>

In our example, <MACHINENAME> is TGTONE, <FQDN> is tgtone.sccmtest.bigcorp.com and
<spnacctname> is DASHTargetsSPN

File  Action

—— " Published Ceriicates | Member Of | Password Replication | Dialin | Object |
4= $ | Ls Securty I Environment I Sessions

"1 Actve Dir Remate control | Remote Desktop Services Prafile | [T esamtion
| savec  General | Address | Account | Profle | Telephones | Organization |
33 scam Personal Virual Desktop I COM+ Attribute Editor I Builtin account for admini...

] Bu Multi-valued String Editor b x|
B o Attributes:

2 Bttribute | Vahie Attribute: servicePrincipalName

rid “not et

roomMNumber <not set> i

sAMAccournt Name DASHTargetsSPN HTTPAgtonepc.scemtest bigoormp.com Add I

L

i

+ #H &

sAMAccourt Type 805306268 = (NORMAL  values:
scriptPath <not set>
secretary <not set>
securtyldentifier <not set>
seeflso <not set>
serfialMumber <not set>
servicePrincipalMame  <not set>
shadow Expire <not set>
shadowFlag anot set>
shadowlnactive <not set:
shadowlastChange “not et

4

B FHFHE

HTTP/TGTOMNE-PC

EEREEREE

[+

Figure :5
2.3 Create ‘DASHAdmins’ group in Active Directory and obtain SID

2.3.1 Create a DASHAdmins security group

1) On the AD domain controller, open the “Active Directory User and Computers” MMC
2) Select and expand the appropriate domain in the MMC tree

3) Right click with the mouse on the “Users” node and select the New->Group menu item
4) Enter “DASHAdmins” into the “Group Name” edit control
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5) Click the “OK” button to accept the group name and dismiss the dialog

2.3.2 Obtain the Security object ID for the DASHAdmins group

1) Onthe AD domain controller, open the “Active Directory User and Computers” MMC

2) Select and expand the appropriate domain in the MMC tree

3) Click with the mouse on the “Users” node so that the list of Domain Users and Groups are shown in
the details pane (Refer Figure:6)

4) Right click on the group created in the previous procedure (DASHAdmins) and select the
“Properties” menu item

5) Select the “Attribute Editor” tab

6) Scroll down the “Attributes” list box until you find the “objectSID” attribute item

7) Write down and/or remember the Security ID string in the value field for the objectSID attribute.
Depending on screen size, you may need to scroll to obtain the whole string. In this example the
Security ID “S-1-5-21-4028623702-3156808415-3642503678-1111" was used

B Active Directory Users and Computers I T

i i i i
@*l;’tlﬁl ﬂ&f Dlw T e I | ManagedBy |

: Active Directory Users and Comp Object Attribute Editor
| Saved Queries

=

El 5 scomtest.amd.com Attributes: nt for admini...
Builtin Attribute | value «| | his group can...
Compgters msSFU30Name <not set> nis group are. ..
Dcm.am Cont’loller.s ) msSFLU30NisDomain <not set>
ForeignSeaxityPrinapals Nl . cryjaposMember - <not set>
LostAndFound ) )

2 name DASHADmins fis group can...
Managed Service Accoun i

nonSecurityMember <not set> ators Group

Program Data
System nTGroupMembers anot set> ho are permi...
s objectCategory CMN=Group CN=5chema CN=Configuration, Di Hministrators. ..
NTDS Quotas objectClass top; group J ns and serve...
objectGUID b89chbalb-7adc-4596-9673-35 44565802 htrollers in th...
object Sid 5-1-5-21-4028 -31568084 15-3642503 Bsts
objectVersion Brs
operatorCount Hministrators. ..
otherWellKnownObje... his group are...
partial Atribute Deletio. . fis group can...

1| b nt for guest ...
pn Center 5e...
View |
E group can ...
his group are...
ok | Cancel | oy |

SECTILY OO e dministrators...

| I 2 s0LSvrAcct User

B

FEHEHEEREBE

|
|
=]
|
e
1 |

=]
tiasl]

|
wisl]
s

Figure :6
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2.4 Use DASHConfig to set SPN account & SID in DASH system

2.4.1 Update the DASHConfig provisioning XML file for distribution

1) Obtain the DASHConfigExample.xml file from the DASHConfig package and open it in the text editor
of your choice.
2) Modify the following XML nodes with information from the previous procedures:
a. <ACTIVEDIRECTORY_SPNACCOUNT> from the SPN account creation procedure, step 4. In
this example: DASHTargetsSPN
b. <SPNACCOUNT_PASSWORD> from the SPN account creation procedure, step 5. In this
example: ADP@sswOrd
c. <OBJECTSID> from the <ACTIVEDIRECTORY_GROUP> node whose <GROUPNAME> equals
“DASH Admins”. In this example: S-1-5-21-4028623702-3156808415-3642503678-1111
3) Save the changed file. In this example it was saved as DASHConfigExample.xml (Refer Figure:7)
NOTE: Refer DASHConfig release notes on XML format.

" ™| ADProvisionExample - Notepa FEFEE )

File Edit Format VWiew Help

<?xm] wversion="1.0" encoding="utf-8" 7> -
<DASHPROVISIONSETTINGS>
<MANAGEMENTTARGET >
=GLOBAL >
<ENABLEDASHTARGET>True</ENABLEDASHTARGET>
<HTTP5>
<EMABLESUPPORT>tTrue<,/ENABLESUPPORT >
<TCPIPPORT>664</TCPIPPORT>
<HTTPREALM>Eroadcom Management Service</HTTPREALM>
</HTTPS>
<HTTP>
<EMABLESUPPORT>True<,/ENABLESUPPORT >
<L IMITTODISCOVERY>Talse</LIMITTODISCOVERY >
<TCPIPPORT>623</TCPIPPORT>
<HTTPREALM=Broadcom Management Service</HTTPREALM>
=< /HTTP>
=/GLOBAL>
<USERS>
<USER>
<USERID=Administrator<=/USERID>
=PASSWORD=PRsswOrd<,/PASSWORD>
<ORGANIZATION=AMD= /ORGANIZATION:
<ENABLE>True<,/ENABLE>
<ROLES>
<ROLE=Administrator Role</ROLE>
</ROLES>
</ USER>
=/ USERS>
<ACTIVEDIRECTORY:>
<ENABLESUPPORT>true<,/ENABLESUPPORT >
<ACTIVEDIRECTORY_SPNACCOUNT=>DASHTAr getsSPN</ACTIVEDIRECTORY_SPNACCOUNT>
<SPNACCOUNT_PASSWORD=ADPRS swOrd=,/SPNACCOUNT _PASSWORD>
<ACTIVEDIRECTORY_ _GROUPS:>
<ACTIVEDIRECTORY_GROUP>
=GROUPNAME=DASH Admins</GROUPNAME>
<0BJECTSID>=5-1-5-21-4028623702-3156808415-3642503678-1111}</0BJECTSID>
<ROLES>
<ROLE=Administrator Role</ROLE>
=</ROLES>
=</ ACTIVEDIRECTORY_GROUP>
< /ACTIVEDIRECTORY_GROUPS:
</ ACTIVEDIRECTORY >
=/ MANAGEMENTTARGET>
=/ DASHPROVISIONSETTINGS> i

' 1 | r

Figure :7
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2.4.2 Run DASHConfig utility on DASH system

DASHConfig utility can run on the DASH systems either manually on the system and can be deployed as
a package from SCCM 2012. Both the methods are described below.

2.4.3 Distributing DASHConfig as SCCM Software Distribution Package

Before distributing package has to created. The steps to create the software package:

1) Openthe SCCM 2012 Console.

2) Inthe left hand side, click on the Software Library tab.

3) Expand the Application Management node.

4) Right click on the Package node and select the Create Package menu item.

5) When the “Create Package and Program Wizard” appears enter the following information into the
“Package” page controls: (Refer Figure:8)

a. Name: DASHConfig
b. Version: 1.2

¢. Manufacturer: AMD

d. Language: English

6) On the “Data Source” page select the “This package contains source files” checkbox.
7) Inthe “Source Folder” group box enter the directory where the DASHConfig files are stored. In this
example that folder is C:\DASH.

\%\g Package

Specify information about this package

Program Type

Standard Program

Requirements Enter @ name and other details for the new package. To take full advantage of new features that include the
5 Application Catalog, use an application instead.
ummary

Progress

SompiETion MName: DASHConfig
Description: e

~

Manufacturer: |AMD
Language: English Version: 1.1.0.0

This package contains source files

Source folder:

|<I:||r\e1::tc:n.r on site server=C:“Yogesh | | Browse

=

a Create Package and Program Wizard -

Figure :8




AMD Public Use]

8) Push the “Next” button to move to the next page.

gg Program Type

i i Choose the program type that you want to create
Program Type
Standard Program
e D (® Standard program
Summary Create a program for a client computer.
Progress
Completion
() Program for device

Create a program for a device.

() Do not create a program
Create a package. but do not create a program. You can use the Create Program Wizard to add a program later.

| <Previous | [ MNeas

ol Create Package and Program Wizard ==

Figure :9
9) On the “Program Type” page select the Standard Program Radio button. (Refer Figure:9)
10) Push the “Next” button to move to the next page.

et Create Package and Program Wizard | = |
gg Standard Program
Batkase Specify information about this standard program

Program Type

Standard Program

Requirements Name: |DASHCorrfig |
Summary Command line: |DashCorrfig.Exe = :DashConfig Example zanl -mif 4f:c\logl.log | | Browse... |
Progress

Startup folder: | |
Completion

Fun: | Naormal . |

Program can run: |Or||y when a user is logged on b |

Fun mode: | Run with administrative rights M. |

[+ Allow users to view and interact with the program installation

Dirive mode: | Funs with UMNC name s

| = Previous || Mext >

Figure :10
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11) On the “Standard Program ” page, enter the following information into the page controls:
(Refer Figure:10)

a. Name: DASHConfig

b. Command line: DASHConfig -xf:DASHConfigExample.xml -dxf -mif -If:DASHConfig.log
¢. Run: Normal

d. Run mode: Run with administrative rights.

Note: In command line if user opt option —dxf the xml file will be deleted once the execution is
completed.Refer the DASHConfig release notes for more info.

12) Push the “Next” button to move to the next page.

al Create Package and Program Wizard =

%ﬂ Requirements

Fachaat Specify the requirements for this standard program
Program Type

Standard Program

7] R anciher program s

Summary
Progress

Completion

Platform requirements
(® This program can run on any platfiorm

() This program can run only on speciied platforms

] Al Windows RT “
] A Windows RT 8.1
] Al Windows 7 (54-bit)

] Al Windows 8 (54-bit)
Vindows 8.7 (64-bit)

lindows Embedded & Industry (54-hit)
idows Embedded 8 Standard
idows Embedded 8.7 Industry

Estimated disk space: | v | | ME W |
Madmum allowed run time (minutes): |1QD " |
| < Previous | | Mext = | | Summary | | Cancel

Figure :11
13) On the “Requirements” page, leave all the fields with default values.
14) Push the “Next” button to move to the next page.
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S

gg Summary

Package

Program Type
Standard Program
Requirements

Progress

Completion

Create Package and Program Wizard

Confirm the settings

Details:

General:
= Mame: DASHConfig
Dre=cription:
Wersion: 1.1.0.0
Fublisher: AMD
Language: English
Source files: <Directory on site server=CiiYogesh
Abhways obtain files from the source folder

Program Type: Standard Program

Program:

Mame: DASHConfig

Command line: DashConfig.exe -xf:DashConfigExample.xanl -mif -If.cllog1 . log
Start in:

Run: Normal

Run mode: Run with administrative rights

Program can run: Only when a user is logged on

Allow users to view and interact with the program installation

Drive mode: Runs with UNC name

Requirements:
= Platforms supported: Ay
= Maximum allowed runtime(minutes): 120

To change these settings, click Previous. To apply the settings. click MNext

| = Previous | | Mext > Surm

Figure :12

15) On the “Summary” page, Verify all the user entered data are correct and (Refer Figure:12)
16) Push the “Next” button to move to the next page.

o

gg Completion

Package

Program Type
Standard Program
Requirements

Summary

Progress

Create Package and Program Wizard

The Create Package and Program Wizard completed successfully

Details:

¥ Success: General:

Mame: DASHConfig

Description:

Version: 1.1.0.0

Publisher: AMD

Language: English

Source files: <Directory on site server>C:\Yogesh
Abways obtain files from the source folder

¥ success: Program Type: Standard Program

_o Success: Program:

Mame: DASHConfig

gomr_naﬂd line: DashConfig.exe -«f:DashConfigExample.xml -mif -If.c-log1 log
tart in:

Run: Normal

Run mode: Run with administrative rights

Program can run: Onby when a user is logged on

ALllow users to view and interact with the program installation

Drive mode: Runs with UNC name

¥ Success: Reguirements:
= Platforms supported: Any

To exit the wizard, click Close.

lex Summary Close

Figure:13
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17) Click on the Close button and close the Create Package and Program Wizard (Refer Figure:13)

18) Right click on DASHConfig package and select properties.

19) Click on Data Access tab and enable the checkbox (Copy the content in this package to a package
share on distribution points). (Refer Figure:14)

B DASHConfig Properties [ X

| General i Data Source | Data Access i Distribution Settings | Reporting i Content Locations i Securty |

Configure how this package is stored on distibution points. These settings apphy to all distibution points that
receive this package.

Package share settings

Clients can always download and install the content in this package. You can also allow clients to install the
content in this package from the network when you select to copy the content to a package share on
distribution points.

Copy the content in this package to a package share on distribution points:

Addttional disk space is required on distribution points when you select this option.

[] Use a custom name for the package share:

Package update settings

Configuration Manager might be unable to update the distibution point when users are connected to it. Specifiy
the settings that you want to use to disconnect users from distribution points.

[ ] Disconnect users from distribution paints:;

wrmmber AF B o B
[EL=2=N SR g} (0L 1 E= I AR A= | H =18 £ LR MTIE

OK || Cancel || Aoply |

Figure :14
20) Click on Distribution Settings tab, set the Distribution priority to High, enable the
checkbox(Distribute the content for these package to preferred distribution points), and click on the
radio button(automatically download content when packages are assigned to distribution points).
(Refer Figure:15)
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=] DASHConfig Properties

| General I Data Source I Data Access | Distribution Settings | Reporting I Cortert Locations I Security |

Specify the distibution settings for this package.

|se digtibution priorty to detemmine the order in which packages are sent to other sites and the distribution points
in the same site. Packages that you corfigure to have a high prionty are sent before packages that have a
medium priority or a low priorty. Paclkages that have the same prionty are sent in the order in which they are
created.

Distribution priority: High W

When a cliert requests the content for this package and it is not available on any prefermed distibution points for
the client, specify whether vou wart to distibute the content to the prefemed distribution points.

Digtribute the content for this package to prefemed distribution points
Prestaged distribution point settings

Specify the behavior that you want to occur when a distibution point is enabled for prestaged contert.

®) futomatically download content when packages are assigned to distibution poirnts
() Download only contert changes to the distrbution point
i) Manually copy the content in this package to the distibution point

Operating system deployment settings
1, These settings apply only during the WinPE phase of a un command line task sequence step.

[] Allow this package to be transfemed via multicast (WinPE only)

OK || Cancel || Aoply

Figure :15

Steps to distribute the software package:

[EEN

Open the SCCM 2012 Console.

N

In the left hand side, click on the Software Library tab.

H W

)

)

) Expand the Application Management node.

) Click on the Package node and select the DASHConfig Package.
)

U1

Right click on DASHConfig package and select deploy option to launch the deploy software
wizard. (Refer Figure:16)




AMD Public Use]

? General

Content

Deployment Settings
Scheduling
User Experience
Distribution Points

Summary

Progress

Completion

Specify general information for this deployment
Software: [DashCorfig (DASHY) | [ Browse. |
Collection: |NJ DASH Capable Systems | | Browse... |
D Use default distibution poirt groups associated to this collection
[ Automatically distribute contert for dependencies
Comments {optional):
[~]
[v]
| < Previous | | Mext > | | Summary | | Cancel

? Content

General

Deployment Settings
Scheduling
User Experience
Distribution Points

Summary

Progress

Completion

Figure :16

Specify the content destination

6) On the “General” page, Browse and select the collection (Refer Figure:16)
7) Push the “Next” button to move to the next page

Distribution points or distribution point groups that the content has been distributed to:

Mame Type
“Mscoem2012r2 scecm12b.amd. ... Distribution point

with collections to distibute content to:

Additional distibution points, distribution point groups, and the distribution point groups that are cumently associated

Filter...

[ @]
P

Mame Drescription Associations
There are no items to show in this view.

[ Asd ~]
Remove

[ <Previous || mexs

| | Summary

Cancel

Figure :17
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8)

9)

On the “Content” page, Verify the distribution point is added, if not click on the Add button and

add manually. (Refer Figure:17)
Push the “Next” button to move to the next page.

= Deploy Software Wizard

g;g Deployment Settings

Specify settings to control how this software is deployed

General
Content
Scheduling Action Install
User Experience
Distribution Points Epae: — :
Summary
Progress

Completion
[] Send wake-up packets

[] Allow clients on a metered Intemet connection to download content after the
installation deadline, which might incur additional costs

e I [

“ ”
10) Push the “Next” button to move to the next page.
= Deploy Software Wizard =3
gg Scheduling
Ceneial Specify the schedule for this deployment
Content
Deployment Settings
This program will be available as soon as it has been distibuted to the content servers unless it is scheduled for a
Iater time below. For required applications, specify the assignment schedule.

Figure :18

User Experience

Distribution Points
[] Schedule when this deployment will become available:

Summany
Progress |12,_.' 59,2014 [=] || 436 PM 2 |
Eompietens [] Schedule when this deployment will expirs:

[127 52014 B~ |[ 436FM = |

Assignment schedule: &

There are no items to show in this view.

Rerun behavior: Always rerun program b |

e ] [

Figure :19
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11) On the “Scheduling” page, the package can be scheduled in 2 ways:

a)lmmediately, by clicking on new button and select as soon as possible.(Refer Figure:20)
[ Deploy Software Wizard o

gg Scheduling

General

Specify the schedule for this deployment

Content

Deployrment Settings

Scheduling This program will be available as soon as it has been distributed to the content servers unless it is scheduled fora
: Iater time below . For required applications, specify the assignment schedule.
User Experience

Distribution Points

Summary [] Schedule when this deployment will become available:
Progress [12/ s/2014 - |[ 2:41 PMm =] :
C let = =
et Assignment Schedule -

] Assign to the following schedule:

Occurs on 12/9/2014 2:44 PM :l

(®) Assign immediately after this event:

A= soon as possible L |

ok | [ cancel

Rerun behavior: Always rerun program v |

| < Previous || Mext =
Figure :20

b)Schedule at a particular time, by clicking on the schedule button.(Refer Figure:21)
[P Deploy Software Wizard 3

v Assignment Schedule >
gg Scheduling

@) Assign to the following schedule:
Occurs on 12/5/2014 2:44 PM

General Specify the schedule for this
Content

Scheduls...
Deployment Settings

Scheduling This program will be available as soon as L A=ookmmedistely affes this cvent
User Experience later time below. For reguired applications | P Saon Se phasIe
Custom Schedule -
Time oK | [ cancel
Start: [ 9/201a B~ |[ 244 Pm =]

[] Coordinated Universal Time (UTC)

e

Configure the recumrence schedule. to show in this view.

® Mone Mo recumence. The scheduled event occurs
once at the specified time.

) Weelkhy

) Custom interval

~]

oK | [ cancel

[ previons | ot ] [ s
Figure :21
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12) Push the “Next” button to move to the next page.

(=" =

g;g User Experience

General

Content

Deployment Settings
Scheduling
Distribution Points

Summanry

Progress

Completion

Deploy Software Wizard ===

Specify the user experience for the installation of this software on the selected
devices

Metification settings:

[] Allows users to run the program independently of assignments

When the scheduled assignment time is reached, allow the following activities to be perfformed outside the
maintenance window:

Software installation
[] System restart {if required to complete the installation)
Wite fiter handling for Windows Embedded devices
Ciommit changes at deadline or during & maintenance window {requires restarts)

If this option is not selected. content will be applied on the overday and committed later.

[ <previous | [ Mext> | [ summary | [ Cancel

Figure :22

13) On the “User Experience” page, enable the software installation checkbox.(Refer Figure:22)

Eg

General

Content

Deployment Settings
Scheduling

User Experience

Summary
Progress

Completion

14) Push the “Next” button to move to the next page.
: Deploy Software Wizard =

g;g Distribution Points

Specify how to run the content for this program according to the type of boundary
the client is connected to

Select the deployment option to use when a client is connected within a fast {LAN) network boundary.

Deployment options:

| Download content from distribution point and run locally W

Select the deployment option to use when a client is within a slow or unreliable network boundary, or when the client
uses a fallback source location for content

Deployment options:

| Download content from distibution point and run locally ¥

Allow clients to share content with other clierts on the same subnet

This option allows clients that use VWindows BranchCache to download content from on-premises distribution points.
Content downloads from cloud-based distribution points can always be shared by clients that use Windows
BranchCache.

[[] Allow clients to use a fallback source location for content

Summary | | Cancel

| < Previous || Mext = |

Figure :23
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15) Select the Deployment options as “Download content from distribution point and run locally”.
(Refer Figure:23)
Push the “Next” button to move to the next page. (Refer Figure:24)

gﬂ Summary

General Confirm the settings for this new deployment
Content

Deployment Settings

Scheduling Details:
User Experience g
Distribution Points = Software: DashConfig (DASHY)
= Collection: All DASH Capable Systems (Member Count: 3)
= Use defsult distribution point groups associated to this collection: Disabled
Trrroaes = Automatically distribute content for dependencies: Disabled

- Deployment Settings
Compietion - Action: Install
= Purpose: Required
= Pre-deploy software to the user's pnmary dewvice: Disabled
= Send wake-up packets: Disabled
= Allow clients to use a metered Internet connection to download content: Disabled

Scheduling
= Schedule when this deployment will become available: Disabled
= Schedule when this degloyment will expire: Disabled
= Assignment schedule: As soon as possible:
= Rerun behavior Rerun if failed previous attempt

User Experience
= Allow users to run the program independently of assignments: Disabled
= Software installation: Enabled
= System restart (if reguired to complete the installation): Disabled
= Allow task sequence to run for client on the Internet: Disabled
= Commit changes at deadhine or during a mainienance window (reguires restarts). Enabled

To change these settings. click Previous. To apply the settings. click MNext.

e N [

(=8 Deploy Software Wizard -

Figure :24

16) On the “Summary” page, make sure that the package details are correct.(Refer Figure:25)
17) Push the “Next” button to move to the next page.

E Deploy Software Wizard =

gg s

General
Status: Waorking
Content

e : |
Scheduling
User Experience

Distribution Points

Completion

Figure :25
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18) Make sure that program creation is working on the “Progress” page....

=2 Deploy Software Wizard
i)\g; Completion
General
Content I ) -
IKY® The Deploy Software Wizard completed successiully
Deployment Settings =
Scheduling Fidla:
User Experience
Distribution Points ¥ Success: General
i = Software: DashConfig (DASHY)
Summary = Collection: All DASH Capable Systems (Member Count: 3)
Progress = Use default distribution point groups associated to this collection: Disabled
) d - = Automatically distnbute content for dependencies: Disabled
Complel = =
C_‘ Success: Deployment Settings i |
= Action: Install
= Purpose: Required
= Pre-deploy software to the user's primary device: Disabled
= Send wake-up packets: Disabled
» Allow clients to use a metered Internet connection to download content: Disabled
C_‘ Success: Scheduling
= Schedule when this deployment will become available: Disabled
= Schedule when this deployment will expire: Disabled
= Assignment schedule: As soon as possible;
= Rerun behavior: Rerun if failed previous attempt
@ Success: User Experience
» Allow users to run the program independently of assignments: Disabled -
To exit the wizard, click Close.

Figure :26

2.4.4 Running DASHConfig manually on the DASH system

1) Starta “Command Prompt” window with “Run as administrator” authority

Change current directory to the folder where the DASHConfig executable and provisioning XML
reside. In this example that folder is C:\DASH

3) Invoke DASHConfig using following command line:

DASHConfig -xf:DASHConfigExample.xml -dxf -mif -If:DASHConfig.log (Refer Figure:27)

NOTE: Refer DASHConfig release notes on help.

19) When the “Confirmation” page appears, make sure that the program was successfully created
and press the “Close” button to close the wizard.
20) You can check the SCCM “System Status” logs to determine the success of package delivery and
program execution. Also you can execmgr.log file in the DASH machine’s

Windows\System32\CCM\Logs folder. Finally you check the package’s folder for the
DASHConfig.log file.

NOTE: For a large group of DASH systems, it is faster to use a script or batch file that can be delivered
and invoked locally on each DASH system’s host operating system.
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C:~DASH>dashconfig —xf :C-“~DASH“~ADProviszionExample f:C:~DASH-ADProvizion. log

Figure :27
4) Open the log file (DASHConfig.log) in the editor of your choice and make sure the DASHConfig
procedure completed successfully. (Refer Figure:28)

}J ADProvision - Notepad
File Edit Format View Help
2011-04-01T14:06:18 Attaching Role "BRCM:Role8" to CIM_Role: “\TGTONE-PC\root‘BrcmBnxN5:CIM_Role.CreationClassName="CIM_R0O .
12011-04-01T14:06:18 Addw‘nﬂ default privileges to CIM_Role: “\TGTONE-PC'\root\BrcmBnxNS:CIM_Role.CreationClassName="CIM_Role’'
2011-04-01T14:06:19 attaching role "BRCM:RO1e9" to CIM_Role: \\TGTONE-PC'root'\BrcmBnxNS:CIM_Role.CreationclassName="CIM_Ro’
2011-04-01T14:06:19 Addw‘nﬂ default prw‘v‘i'\eges to CIM_Role: “\TGTONE-PC'root)BrcmBnxNS:CIM_Role.CreationClassName="CIM_Role'
2011-04-01T14:06:20 attaching role "BRCM:RO1el0" to CIM_Role: “\TGTONE-PC\root‘ErcmBnxN5:CIM_Role.CreationClassName="CIM_Rc
2011-04-01T14:06:20 Adding default privileges to CIM_Role: “\TGTONE-PC'root\BrcmBnxNS:CIM_Role.CreationClassName="CIM_Role’
2011-04-01T14:06:21 setting all BRCM_ADIdentitys to their default values...
2011-04-01T14:06:21 Adding default value to BRCM_ADIdentity: \\TGTONE-PC'root\BrcmEnxNS:BRCM_ADIdentity.InstanceID="AD Ider
2011-04-01T14:06:21 Adding default value to BRCM_ADIdentity: \\TGTONE-PC'\root\BrcmBnxNS:BRCM_ADIdentity. Ider
2011-04-01T14:06:22 Adding default value to BRCM_aDIdentity: \\TGTONE-PC'rooT\BrcmBENxNS:BRCM_ADIdentity. Ider
2011-04-01T14:06:22 Adding default value to BRCM_ADIdentity: ‘\\TGTONE-PC\root‘BrcmBnxN5:BRCM_ADIdentity. Ider
2011-04-01T14:06:22 Adding default value to BRCM_ADIdentity: \\TGTONE-PC'root'\BrcmBnxNS:BRCM_ADIdentity. Ider
2011-04-01T14:06:22 Adding default value to BRCM_ADIdentity: \\TGTONE-PC'\root\BrcmEnxNS:BRCM_ADIdentity. Ider
2011-04-01T14:06:22 Adding default value to BRCM_ADIdentity: \\TGTONE-PC'\root\BrcmBnxNs:BRCM_ADIdentity. Ider
2011-04-01T14:06:22 Adding default value to BRCM_aDIdentity: \\TGTONE-PC\rooT'BrCmBNXNS:BRCM_ADIdentiTy. Ider
2011-04-01714:06:23 Adding default value to BRCM_ADIdentity: “\TGTONE-PC\root\BrcmBnxN5:BRCM_ADIdentity. Ider
2011-04-01T14:06:23 Addw‘ng default value to BRCM_ADIdentity: \\TGTONE-PC\root'BrcmBnxNS:BRCM_ADIdentity.InstanceID="AD Ider
2011-04-01T14:06:23 peleting all of the current CIM_Account instances.
2011-04-01T14:06:23 De'lem'n% CIM_Account: Y\ TGTDELL-PCYroot'BrcmBnxns:CIM_Account.CreationClassName="CIM_Account"”,Name="Us¢
2011-04-01T14:06:23 setup the CIM_Account instances using the XML configuration file’s USER nodes.
2011-04-01T14:06:24 Creating CIM_Account for UserID: Administrator
2011-04-01T14:06:25 Enabling CIM_Account for UserID: Administrator
2011-04-01T14:06:25 Assigning Role(s) to the CIM_Account for UserID: Administrator
2011-04-01T14:06:25 setup the Active Directory Settings using the XML configuration file's ACTIVEDIRECTORY node.
2011-04-01T14:06:26 Associating Active Directory Group "DASH Admins” with "Administrator Role" DASH Role
2011-04-01T14:06:27 setting Active Directory support enablement to: True
2011-04-01T14:06:27 setting target's Active Directory SPN Account Password o management target.
2011-04-01T14:06:27 CONFIGURATION WARNING!!! - The current xML configuration will enable both HTTPS authenticated access ar
2011-04-01714:06:27 setup the HTTPS protocol settings.
2011-04-017T14:06:27 TargetToConsole Certificate file was not specified by xML file. L
2011-04-01T14:06:27 consoleToTarget Certificate file was not specified by xmL file. 3
2011-04-01T14:06:27 setting BRCM_OOBManagementHTTPSSetting information. ..
2011-04-01T14:06:27 setting HTTPS protocol enablement to: True
2011-04-01T14:06:27 Setting HTTPS TCP/IF port number to: 664
2011-04-01T14:06:27 setting HTTPS Realm value to: Broadcom Management Service
2011-04-01T14:06:27 setup the HTTP protocol settings.
2011-04-01T14:06:27 setting BRCM_OOBMana?ementHﬁPSett'ing information. ..
2011-04-017T14:06:27 setting HTTP protocol enablement to: True
2011-04-01T14:06:27 Setting HTTP TCF/IP port number to: 623
2011-04-01T14:06:27 setting HTTP Realm value to: Broadcom Management Service
2011-04-01T14:06:27 setting HTTP to Discovery value to: False
2011-04-01T14:06:27 Enab'l'in? target management controller.
2011-04-01714:06:27 pasHConfig has successfully processed the ML configuration file: cC:\DasH\aDProvisionexample.xml
« i r
L — )

Figure :28
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2.5 Create a DASH systems user in Active Directory and add to DASHAdmins

group

1) Onthe AD domain controller, open the “Active Directory User and Computers” MMC

2) Right click on “Users” node and create a new user (referred to as ‘sccmuser’ in the figure)

3) In properties of this user, under ‘Member Of’ tab, add this user to DASHAdmins group.

4) Add the console operator domain user accounts that require access the DASH Systems.
(Refer Figure:29)

NOTE: For higher security, this user can have restricted access, such as no desktop logon access.

[l Active Directory Users and Computers i

File Acton View Help

e HE 4 O(XE d= Bl R &P IR

:j Active Directory Users and Comput DASHAdmins Prageriices =

[ | Saved Queries Select Users, Contacts, Computers, Service Accounts, or Gr ¥
E 3 scomtest.amd,com
| Builtin Select this object type:
| Computers IUsers. Service Accounts, Groups, or Cther objects
‘2| Domain Controllers = =
| ForeignSecurityPrincipals From this location:
| Managed Service Accounts Imﬂ&d.amd.mm
| Users

Enter the object names to select (examples):
SCCMConsoleQperator {SCCMConsoleOperator@scemtest. amd.coml)] Check Names

Advanced... | [ ok | cancel |

A
nistrators...

broup are...
proup can...
or guest ...

oup can ...

Eemove |
hroup are. ..

|

Figure :29

2.6 Configure AMD Management Plugin for SCCM(AMPS)

1) Open DASH Configuration window in AMPS.
a) Open SCCM console and click on Administration Tab.
b) Expand Site Configuration and right click on DASH Configuration.

2) Go to Authentication Schemes.

3) Select Active Directory under Scheme.

4) Enter DASH systems user created in step 5 as domain user & specify correct password for that
account.

5) Click on save button and close the dash configuration. (Refer Figure:30)
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I DASH Configuration B

Authentication Schemes

Scheme Username Password Confirm Password
Acthre Directory aduser bcod ki bl
2 | =Mot Used:
3 | =Moot Used=
Management Port Management Transport
HTTP Port  |623 | ® HTTP
HTTPS Port |664 | &5 iios

Configuration Manager Settings

[vl DASH Wakeup ( Use DASH to wakeup a collection of devices during package deployment)

DASH Auto Discover (Enable automatic DASH discovery of newly found devices by site senver)

o ] [

Figure :30




