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1 Provisioning DASH systems for Active Directory authentication using 

DASHConfig via MEM 
This document outlines the steps required to configure DASH systems (also mentioned as DASH 

targets) for Active Directory authentication. After configuration, these DASH systems are accessible by 

AMD Management Plugin for SCCM, for any DASH operations. 

1.1 Requirements 

• Administrative access to Domain Controller 

• Microsoft MEM setup 

• DASHConfig utility 

• AMD Management Plugin for SCCM (AMPS) 

1.2 Quick steps 

1) Create Service Principal Name (SPN) account in Active Directory 
2) Register this SPN for HTTP service on DASH system 
3) Create ‘DASHAdmins’ group in Active Directory and obtain SID of this group 
4) Use DASHConfig to set SPN account & SID in DASH system 
5) Create a DASH systems user in Active Directory and add to DASHAdmins  group  
6) Set DASH systems user as domain user in authentication tab of DASH Configuration Properties in 

AMPS (Refer Figure:30) 

2 Detailed steps 

2.1 Create Service Principal Name (SPN) account in Active Directory 
1) On the AD domain controller, open the “Active Directory User and Computers” MMC 

2) Select and expand the appropriate domain in the MMC tree 

3) Right click with the mouse on the “Users” node and select the New->User menu item 

4) Input the name of an account in the “Full name” and “User Logon name” edit fields. In the example 

shown below DASHTargetsSPN was used. Write down and/or remember this account name for use 

in a later procedure. Click the “Next” button to move to the password page (Refer Figure:1) 

5) Type in a password for this account. As with the account name, write down and/or remember the 

password. In this example the password “ADP@ssw0rd” was used. Depending on your company’s 

security procedures, you can modify how and when this password can be modified. Click the “Next” 

button to move to the final page of the “New User” wizard dialog ( Refer  Figure:2) 

6) If the settings are as expected and desired, Click the “Finish” button and exit the “New User” wizard 

dialog (Refer Figure:3) 

 

NOTE: For higher security, this user can have restricted access, such as no desktop logon access. 
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Figure :1 

 
Figure :2 
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Figure :3 

 

2.2 Register SPN for HTTP service on DASH system 

2.2.1 Modify Active Directory Users and Computers MMC view to expose 

advanced capabilities 

1) On the AD domain controller, open the “Active Directory User and Computers” MMC 

2) Click the “View” menu item from the menu bar at the top of the MMC 

3) Select the “Advanced Features” menu (Refer Figure:4) 
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Figure :4 

2.2.2 Add the DASH Systems’ SPN properties to the Active Directory user 

account 

1) On the AD domain controller, open the “Active Directory User and Computers” MMC 

2) Select and expand the appropriate domain in the MMC tree 

3) Click with the mouse on the “Users” node so that the list of Domain Users and Groups are shown in 

the details pane (Refer Figure:5) 

4) Right click on the user account created in the first procedure (DASHTargetsSPN) and select the 

“Properties” menu item 

5) Select the “Attribute Editor” tab 

6) Scroll down the “Attributes” list box until you find the “servicePrincipalName” attribute item. Select 

this item and Click the “Edit” button. 

7) Add two values for each DASH system which is expected to use AD authentication 

a. The first value is in the form:   HTTP/<MachineName>, example:   HTTP/TGTONE 

b. The second value is in the form: HTTP/<FQDN>, example:  

HTTP/tgtone.sccmtest.bigcorp.com 

8) Click the “OK” button to dismiss the “Editor” dialog when done adding values 

9) Click the “OK” button to dismiss the “Properties” dialog 
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NOTE: For a large group of DASH systems,  it is faster to use the SETSPN utility inside of a script or 
batch file. When using the SETSPN utility use the following two command line invocations: 
Setspn –A HTTP/<MACHINENAME> <spnacctname> 
Setspn –A HTTP/<FQDN> <spnacctname> 
In our example, <MACHINENAME> is TGTONE, <FQDN> is tgtone.sccmtest.bigcorp.com and 
<spnacctname> is DASHTargetsSPN 
 

 

Figure :5 

2.3 Create ‘DASHAdmins’ group in Active Directory and obtain SID  

2.3.1 Create a DASHAdmins security group  

1) On the AD domain controller, open the “Active Directory User and Computers” MMC 

2) Select and expand the appropriate domain in the MMC tree 

3) Right click with the mouse on the “Users” node and select the New->Group menu item 

4) Enter “DASHAdmins” into the “Group Name” edit control 



 

 

[AMD Public Use] 

5) Click the “OK” button to accept the group name and dismiss the dialog 

 

2.3.2 Obtain the Security object ID for the DASHAdmins group   

1) On the AD domain controller, open the “Active Directory User and Computers” MMC 

2) Select and expand the appropriate domain in the MMC tree 

3) Click with the mouse on the “Users” node so that the list of Domain Users and Groups are shown in 

the details pane (Refer Figure:6) 

4) Right click on the group created in the previous procedure (DASHAdmins) and select the 

“Properties” menu item 

5) Select the “Attribute Editor” tab 

6) Scroll down the “Attributes” list box until you find the “objectSID” attribute item 

7) Write down and/or remember the Security ID string in the value field for the objectSID attribute.  

Depending on screen size, you may need to scroll to obtain the whole string. In this example the 

Security ID “S-1-5-21-4028623702-3156808415-3642503678-1111” was used 

 

 
Figure :6 
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2.4 Use DASHConfig to set SPN account & SID in DASH system 

2.4.1 Update  the DASHConfig provisioning XML file for distribution 

1) Obtain the DASHConfigExample.xml file from the DASHConfig package and open it in the text editor 

of your choice.   

2) Modify the following XML nodes with information from the previous procedures: 

a. <ACTIVEDIRECTORY_SPNACCOUNT> from the SPN account creation procedure, step 4. In 

this example:   DASHTargetsSPN 

b. <SPNACCOUNT_PASSWORD> from the SPN account creation procedure, step 5. In this 

example:   ADP@ssw0rd 

c. <OBJECTSID> from the <ACTIVEDIRECTORY_GROUP> node whose <GROUPNAME> equals 

“DASH Admins”. In this example:  S-1-5-21-4028623702-3156808415-3642503678-1111 

3) Save the changed file. In this example it was saved as DASHConfigExample.xml  (Refer Figure:7) 

NOTE: Refer DASHConfig release notes on XML format. 

 Figure :7 
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2.4.2 Run DASHConfig utility on DASH system 

DASHConfig utility can run on the DASH systems either manually on the system and can be deployed as 

a  package from MEM. Both the methods are described below. 

2.4.3 Distributing DASHConfig as MEM Software Distribution Package 

Before distributing, package has to created. The steps to create the software package: 

1) Open the MEM Console. 

2) In the left hand side, click on the Software Library tab. 

3) Expand the Application Management node. 

4) Right click on the Package node and select the Create Package menu item. 

5) When the “Create  Package and Program Wizard” appears enter the following information into the 

“Package” page controls:  (Refer  Figure:8) 

a. Name:   DASHConfig 

b. Version:   1.8.0.0084 

c. Manufacturer:  AMD 

d. Language:  English 

6) On the “Data Source” page select the “This package contains source files” checkbox. 

7) In the “Source Folder” group box enter the directory where the DASHConfig files are stored.  In this 

example that folder is C:\DASHConfig. 

 

 Figure :8 
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8) Push the “Next” button to move to the next page. 

 

 
Figure :9 

9) On the “Program Type” page select the Standard Program Radio button. (Refer  Figure:9) 

10) Push the “Next” button to move to the next page. 

 

 
Figure :10 
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11) On the “Standard Program ” page, enter the following information into the page controls: 

(Refer  Figure:10) 

a. Name:  DASHConfig 

b. Command line: DASHConfig -xf:DASHConfigExample.xml -dxf -mif -lf:DASHConfig.log 

c. Run:  Normal 

d. Run mode:                Run with administrative rights.   

Note:  In  command line if user opt  option –dxf   the  xml file will be deleted once the execution is 

completed. Refer the DASHConfig release notes for more info. 

 

12) Push the “Next” button to move to the next page.  

 
Figure :11 

13) On the “Requirements” page, leave all the fields with default values. 

14) Push the “Next” button to move to the next page. 
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Figure :12 

15) On the “Summary” page,  Verify all the user entered data are correct and  (Refer Figure:12) 

16) Push the “Next” button to move to the next page. 

 Figure:13 
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17) Click on the Close button and close the Create Package and Program Wizard (Refer Figure:13) 

18) Right click on DASHConfig package and select properties. 

19) Click on Data Access tab and enable the checkbox (Copy the content in this package to a package 

share on distribution points). (Refer  Figure:14) 

 
Figure :14 

20) Click on Distribution Settings tab, set the Distribution priority to High, enable the checkbox(Enable 

for on-demand distribution), and click on the radio button(automatically download content when 

packages are assigned to distribution points) and Click on Apply and Click on OK. 

(Refer  Figure:15) 
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Figure :15 

Steps to distribute the software package: 

1) Open the MEM Console. 

2) In the left hand side, click on the Software Library tab. 

3) Expand the Application Management node. 

4) Click on the Package node and select the DASHConfig Package. 

5) Right click on DASHConfig package and select deploy option to launch the deploy software 

wizard.  (Refer Figure:16) 
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Figure :16 

6) On the “General” page, Browse and select the collection (Refer Figure:16) 

7) Push the “Next” button to move to the next page  

 Figure :17 
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8) On the “Content” page, Verify the distribution point is added, if not click on the Add button and 

add manually. (Refer Figure:17) 

9) Push the “Next” button to move to the next page. 

 

 Figure :18 

10) Push the “Next” button to move to the next page. 

 
Figure :19 
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11) On the “Scheduling” page, the package can be scheduled in 2 ways: 

a)Immediately, by clicking on new button and select as soon as possible.(Refer Figure:20) 

 
Figure :20 

 

b)Schedule at a particular time, by clicking on the schedule button.(Refer Figure:21) 

 Figure :21 
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12) Push the “Next” button to move to the next page. 

 Figure :22 

 

13) On the “User Experience” page, enable the software installation checkbox.(Refer Figure:22) 

14) Push the “Next” button to move to the next page. 

 
Figure :23 
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15) Select the Deployment options as “Download content from distribution point and run locally”. 

(Refer Figure:23) 

Push the “Next” button to move to the next page. (Refer Figure:24) 

 

 
Figure :24 

 

16) On the “Summary” page,  make sure that the package details are correct.(Refer Figure:25) 

17) Push the “Next” button to move to the next page. 

 

 Figure :25 
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18) Make sure that program creation is working on the “Progress” page…. 

 

 
Figure :26 

 

19) When the “Confirmation” page appears, make sure that the program was successfully created 

and press the “Close” button to close the wizard. 

20) You can check the MEM “System Status” logs to determine the success of package delivery and 

program execution.  Also you can execmgr.log file in the DASH machine’s 

Windows\System32\CCM\Logs folder.  Finally you check the package’s folder for the 

DASHConfig.log file. 

2.4.4 Running DASHConfig manually on the DASH system 

1) Start a “Command Prompt” window with “Run as administrator” authority 

2) Change current directory to the folder where the DASHConfig executable and provisioning XML 

reside.  In this example that folder is C:\DASH 

3) Invoke DASHConfig using following command line: 

DASHConfig -xf:DASHConfigExample.xml -dxf -mif -lf:DASHConfig.log (Refer Figure:27) 

NOTE: Refer DASHConfig release notes on help. 
NOTE: For a large group of DASH systems,  it is faster  to use a script or batch file that can be delivered 
and invoked locally on each DASH system’s  host operating system. 
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Figure :27 

4) Open the log file (DASHConfig.log) in the editor of your choice and make sure the DASHConfig 

procedure completed successfully. (Refer Figure:28) 

 

 
Figure :28 
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2.5 Create a DASH systems user in Active Directory and add to DASHAdmins 

group 
1) On the AD domain controller, open the “Active Directory User and Computers” MMC 

2) Right click on “Users” node and create a new user (referred to as ‘sccmuser’ in the figure) 

3) In properties of this user, under ‘Member Of’ tab, add this user to DASHAdmins group. 

4) Add the console operator domain user accounts that require access the DASH Systems. 

(Refer Figure:29) 

NOTE: For higher security, this user can have restricted access, such as no desktop logon access. 

 

Figure :29 

2.6 Configure AMD Management Plugin for SCCM(AMPS) 
1) Open DASH Configuration window in AMPS. 

a) Open MEM console and click on Administration Tab. 
b) Expand Site Configuration and right click on DASH Configuration. 

2) Go to Authentication Schemes. 
3) Select Active Directory under Scheme. 
4) Enter DASH systems user created in step 5 as domain user & specify correct password for that 

account. 
5) Click on save  button and close the dash configuration. (Refer  Figure:30) 
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Figure :30 

 


